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hina’s Cybersecurity Review Measures (“Review Measures”) were released on April 13, 2020 and will take effect
on June 1, 2020. The Review Measures will replace the Network Product and Service Security Review Measures (Trial)
that have been in effect since 2017. From the initial trial to
the final version, the Review Measures have been gradually condensed
and refined over a three-year period of practice and exploration. This
document uses 5G security as an example to analyze the logic and key
points of the Review Measures.
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Introduction
China’s Cybersecurity Review Measures (“Review Measures”) were released on April 13, 2020 and will
take effect on June 1, 2020. The Review Measures will replace the Network Product and Service Security
Review Measures (Trial) that have been in effect since 2017. From the initial trial to the final version, the
Review Measures have been gradually condensed and refined over a three-year period of practice and
exploration. This document uses 5G security as an example to analyze the logic and key points of the
Review Measures.

1. China’s Existing 5G Security Legal Framework
At present, China’s telecommunications and cyberspace authorities have not proposed any regulatory
documents specific to 5G security. In the 5G Security Report released in February 2020, the China Academy of Information and Communications Technology (CAICT), under the Ministry of Industry and Information Technology (MIIT), mentioned, “To properly handle 5G security issues, we can build on the existing
4G security management framework and technical support measures and take targeted measures to
address new security risks and uncertainties.” This means that the Cybersecurity Law and the Telecommunications Regulations jointly form China’s 5G security legal framework until China implements specific
5G legislation. In this section, we analyze China’s existing 5G security legal framework with regard to
major stakeholders in the 5G ecosystem.
For mobile network operators, “Chapter III: Network Operations Security” of the Cybersecurity Law and
“Chapter V: Telecommunications Security” of the Telecommunications Regulations both apply. The Cybersecurity Law will almost certainly recognize 5G mobile networks as Critical Information Infrastructure
(CII), meaning that CII operators shall assume specific enhanced security obligations in addition to the
security obligations of general network operators.
In the Telecommunications Regulations, there are no provisions specific to suppliers of 5G mobile network operators, manufacturers of network devices, and related service providers. The Cybersecurity Law
has the following general requirements:

Security of products
or services

Article 22: Providers of network products and services must not
install malware, and shall promptly adopt remedial measures
when security defects are discovered, provide security maintenance as agreed, explicitly notify users of functions that collect
user information, and more.
Article 23: Critical network equipment and specialized cybersecurity products shall follow compulsory certification and inspection
requirements.
Article 36: CII operators purchasing network products and services shall sign non-disclosure agreements with providers according to regulations, clarifying duties and responsibilities for security
and confidentiality.
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Article 35: CII operators purchasing network products and serSecurity impact of
products or services on CII vices that might influence national security shall undergo security
clearance organized by the national network information department and relevant departments of the State Council.

Note: The Review Measures refine the provisions of Article 35
of the Cybersecurity Law.

Other service and content providers that have 5G network access may also be general network operators
or CII operators, and therefore shall comply with the relevant provisions of the Cybersecurity Law and the
Telecommunications Regulations as well.

2. Basic Logic and Key Points of the Review Measures
Given the details provided in the previous section, we can conclude that the Review Measures tend to
address the potential security issues that may arise from the use of products or services in CII. In other
words, cybersecurity review is required because specific CII operators (i.e., 5G mobile network operators)
may bring vulnerabilities to 5G networks due to their purchase of specific network products and services,
rather than inherent security issues in products or services. These inherent security issues are addressed
in Articles 22, 23, and 36 of the Cybersecurity Law and by relevant supporting systems. This is key to understanding the Review Measures, and with this basic logic, we are better able to understand all aspects
of the review system established by the Review Measures.

2.1 The review objects are clear
The Review Measures stipulate that security review aims to “ensure a secure supply chain for critical information infrastructure and safeguard national security”, focusing on the risks that products and services
may pose to CII in terms of supply chain security.
This clearly means that the specific products and services purchased by CII operators are defined as review objects pursuant to the Review Measures. The Review Measures also specify the scope of products
and services subject to review. Article 20 is clear in this regard: “Network products and services mentioned in these Measures primarily refer to core network equipment, high-performance computers and
servers, large-capacity storage devices, large-scale databases and application software, cybersecurity
equipment, cloud computing services, and other network products and services that have a significant
impact on the security of CII.” With regard to 5G suppliers, the Review Measures stipulate the review
on their “compliance with applicable Chinese national laws, administrative regulations, and department
rules”. In summary, the scope of objects subject to review under the Review Measures is clear, targeting
specific products and services primarily, supplemented by suppliers. The review of suppliers shall not be
independent of the specific products or services that they provide. Overall, China does not proactively
conduct independent review or risk assessment targeting a specific supplier.

2.2 The factors to assess are specific.
The core of the Review Measures is to examine specific products or services and specific application sceBRUSSELS PRIVACY HUB q WORKING PAPER q VOL. 6 q N° 23 q JUNE 2020

4

narios. This reflects an advanced perception of security, namely, cybersecurity is a relative rather than an
absolute concept. Similarly, the security of products and services is relative. Whether a product or service
is secure largely depends on multiple factors, such as who is using it, how and why it is used, and the reliability of supply channels. As a result, there is no absolute and constant benchmark for measuring security.
Therefore, the cybersecurity review stipulated in the Review Measures focuses on whether the procurement and use of specific products and services will bring the following:
The risk that the use of products and services could allow the illegal control of, interference with, or destruction of CII, as well as the risk of theft, leakage, or damage of important data (Paragraph 1 of Article 9)
The harm to CII business continuity caused by disruptions in product and service supply (Paragraph 2 of
Article 9)
Paragraph 3 of Article 9 stipulates the review on “the security, openness, transparency, and diversity of
sources of products and services”. We can interpret the rough meaning of this as follows: Security refers
to whether products and services have risks of being intruded, damaged, destructed, tampered with, or
manipulated. Openness refers to the compatibility and interoperability of products and services. Transparency refers to whether network operation personnel can understand, adjust, and control the working
principles and mechanisms of products and services. A diversity of sources shows the need to avoid
over-dependence.
Paragraph 3 of Article 9 further stipulates the review on “the risk of supply disruptions caused by political,
diplomatic, and trade factors”. In essence, this is a further review of the factors that may cause supply
disruptions. For example, because Microsoft no longer provides security updates for the Windows XP
operating system, the party and government organizations’ information systems that use this operating
system may be exposed to security risks. Another example of this is the export control measures used by
the US to control the global supply chain of chips. Such measures can affect whether a specific type of
chip purchased for CII can be continuously supplied.
From the above analysis, we can conclude that China does not consider the suppliers’ country of origin
when assessing risks. Cybersecurity review has always focused on specific products and services, as
well as the vulnerabilities that may be introduced by the use of the products or services to specific CII.
It therefore goes without saying that cybersecurity review is primarily a technical and objective assessment. In the words of an official at Cyberspace Administration of China replying to media questions about
the Review Measures, “Cybersecurity review aims to safeguard national cybersecurity, not to restrict or
discriminate against foreign products and services. China has stayed committed to the fundamental national policy of opening-up, and always welcomes foreign products and services to enter the Chinese
market.”

2.3 The review is initiated by operators.
As stipulated in the Review Measures, the main condition for review is as follows: “Operators that purchase network products and services shall anticipate the potential risks to national security posed by the
purchased products and services after they are put into operation. If they affect or may affect national
security, a cybersecurity review shall be reported to the Cybersecurity Review Office.”
This shows that the entities required to report a cybersecurity review are the CII operators that purchase
network products and services. They must also proactively “anticipate the potential risks to national seBRUSSELS PRIVACY HUB q WORKING PAPER q VOL. 6 q N° 23 q JUNE 2020
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curity posed by the purchased products and services” and determine whether to report a cybersecurity
review accordingly. This is one of the legal obligations of the purchaser. Furthermore, the purchaser shall
proactively manage its own supply chain risks through legal work. For example, Article 6 stipulates that
“operators shall require product and service providers to cooperate with the cybersecurity review through
procurement documents or agreements, etc., including a commitment not to exploit the supply of products and services as a convenient way to illegally gain access to user data or illegally control and operate user equipment, or not to cut off product supply or necessary technical support without reasonable
grounds”.
Because the purchaser selects the specific products and services to be reviewed, we can outline the
purchaser’s role, while also considering the purchaser’s legal obligations mentioned earlier, as defined
in the Review Measures — subject of liabilities (compliant with the principle of parity of authority and responsibility). This means that the purchaser shall proactively manage and mitigate supply chain security
risks as long as they can.
We can therefore conclude that China’s regulatory arrangements greatly respect the risk judgment and
business decision-making of 5G network operators based on their own operation scenarios, and avoid
any indiscriminate and large-scale government intervention in enterprises’ daily purchasing activities. In
other words, the cybersecurity review mechanism will be initiated only when operators fail to control the
security risks caused by the use of a product or service in a specific scenario.
Such a regulation, in turn, prevents public authorities from proactively intervening in the 5G supply market
and assessing supplier risk profiles and diversity of suppliers, thereby preventing the 5G supply market
from becoming heavily planned and regulated, which would subsequently lead to the market losing vitality
and motivation for innovation.

2.4 Review conclusions are deliberate.
Because the core of the Review Measures is to examine specific products or services and specific application scenarios, the review concludes whether a specific product or service can be used in a specific
scenario. In other words, even if a product or service fails to pass one cybersecurity review, it will not
necessarily fail another cybersecurity review initiated by different 5G operator. According to this logic, to
avoid a product or service being perceived as insecure throughout the market, the review conclusion will
be notified to “the operator in writing” (Article 12) in most cases, and will not be disclosed to other operators or society.
This is the case because the specific products or services purchased by CII operators are always the
review objects pursuant to the Review Measures. Therefore, even if a product or service fails to pass a
review, it does not mean that all CII operators will reject the products or services provided by the supplier.
It means that one failure will not result in an overall failure.
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Brief Summary
As we have discussed above, China’s cybersecurity review does not consider the suppliers’ country of
origin. In other words, the risk profiles of suppliers are not the starting point for assessing security.
Moreover, China’s cybersecurity review assesses the product or service rather than labeling a supplier.
The failure of a supplier’s product or service in one review only indicates that CII operators should not use
this specific product or service in specific scenarios or phases. It does not affect any other products or
services offered by this supplier, thereby avoiding any collateral damage.
China’s cybersecurity review respects operators’ independent decision-making on security, which in turn
encourages operators to improve their security levels.
In general, China’s cybersecurity review system is designed to not only maintain the diversity of the 5G
supply market, but also encourage network operators from different countries to compete with each other and make continuous innovation, thereby driving sustainable development of 5G networks.
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